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LEEDS CITY COLLEGE


ET-FOUNDATION.CO.UK
SCHEME OF LEARNING AND LESSON-PLAN GUIDE



Leeds City College is delivering this programme on behalf of the Education and Training Foundation.
This programme is funded by the Department for Education.

Leeds TRIP scheme of learning and lesson-plan guide


	Individuals hoping to continue on to a career in the digital industry must have a firm understanding of the fundamental principles of computing. Furthermore, a broad practical skill set, covering a variety of practical applications of computational thinking and problem-solving, must be acquired. This will ensure that individuals are fully prepared for the wide variety of challenges they are likely to encounter in the digital industry.

This content area explores the logical and structured ways that computer systems process data on multiple levels, including programming practical ability and theoretical knowledge, as well as wider applications of system design, algorithmic thinking and data processing.

Accordingly, this scheme of learning focuses on features of effective computer programming and the application of contemporary computing and programming paradigms. This involves being able to analyse, develop and evaluate algorithms and computer code directly, and being able to think critically and propose solutions to design problems, in order to ensure that computer systems are fit for purpose. 

This scheme of learning (SoL) focuses on developing the computational-thinking and project-management skills necessary to effectively analyse a problem, to break it down into its component parts, and to design and evaluate effective solutions. These skills are required for progression to computing-related higher-education courses or in order to find an entry-level position as a computing professional.

This SoL is designed to be used in conjunction with the lesson-plan PowerPoint slides and resources provided. It is broken-down into 16 sessions, but may be modified as needed to suit delivery.






	How will English, maths, digital and independent-learning skills be embedded and developed across the scheme of learning?


	How will these key areas be embedded during this block of learning?

	English skill development: how will learners develop their English skills in this block of learning, and how will you link to curriculum content?

Students will be expected to take notes and to report answers in full sentences in class. Special focus will be given to ensuring that students have a proper grasp of technical language and terminology. Regular formative assessment will be implemented in class, which will require students to formulate and write explanations of computing concepts.

	Equality, diversity and inclusion/Protected characteristics

Special care will be taken to ensure that information is presented across a variety of modalities, including teacher explanation, video resources and written material. Information will be chunked as much as possible where appropriate – for example, instructions that use large amounts of text will be explained slide by slide, with guidance for teachers included. Open and respectful discussion will be encouraged in the class. Care will be taken to ensure that contributions are received from all students, and that challenging work fit for the level of individual ability is applied.


	Maths skill development: how will learners develop their maths skills in this block of learning, and how will you link to curriculum content?

Mathematics is a central concept in computing, and will be taught using a variety of mediums. Mathematical terms will be taught through a theoretical and practical introduction to data handling in the coding process – including the proper categorisation of data into variables and constants. The use of mathematical comparators and logical operations will also be discussed as part of this learning. Students will learn about algorithm design, and will gain the ability to formulate algorithms to computationally process complex problems.
	British values (Mutual respect, tolerance, rule of law, individual liberty and democracy) 

British values will be applied throughout the learning experience. In class, respectful and inclusive discussion is encouraged as the means to solving any problem. Respect for the property of others and for the values of diversity and equality will be encouraged. The concepts of individual choice and cooperation will be presented as the basis for behavioural expectation. Students and teacher will cooperate to produce a quality learning experience. And the fact that students make an individual choice to engage with lesson activities and to respect others will become the foundation of classroom relationships.


	Digital skill development: research, digital collaboration, communication, content creation, presentation, critical thinking, digital identity and responsibility

This unit is an overview of major principles fundamental to the digital industry. Practical skills in coding, problem-solving and digital design, as well as logical thinking and argument are all essential to working or studying in the digital industry, and are covered in this unit. Wider considerations are also given to ethical concepts such as security, data protection and socially responsible business practices (eg, the social impact of digitisation across society).
	How does this block of learning develop the learners' understanding of careers planning and their awareness of the work skills, attributes and behaviours required to achieve their stated career goal? 

How does this block of learning develop the learners’ STEM 7 skills (problem-solving, data-driven decision-making, creativity, argumentation, intellectual curiosity, flexibility and collaboration)? 

This unit helps to develop learners’ understanding of career development and programming by introducing students to a wide variety of essential principles in computing. Students are also introduced to a variety of software-design techniques and practical skills in coding across various languages and paradigms. This knowledge contributes towards each individual learner’s skill set. It also provides a well-rounded approach, enabling progression to further study or work in a variety of areas of the digital industry. As various techniques and practical sessions are delivered, necessary context is also given regarding the purpose of the skills and the industry areas where they might be applied.

STEM 7 skills are developed as follows
Problem solving is covered across a variety of topics, including computational thinking, algorithm design, flowchart development and use of pseudocode or coding.
Data-driven decision-making is covered throughout the unit in the form of flowchart creation, algorithm design, the representation of complex problems and the application of computational solutions based on input or desired output.
Creativity is developed through the practical application of general software-development knowledge received throughout the unit, and through the implementation of coding techniques to solve problems in an unconstrained and nonprescriptive manner.
Argumentation is encouraged through the implementation of formative and summative assessment requiring students to assess various approaches in computing and to explain the costs and benefits of each of these. We use a number of case studies, and learners must make professional decisions using the data and skills at their disposal, and must then justify these decisions. Argumentation is also taught through practical experience in coding and through the design of logical arguments that can be executed in a script.
Intellectual curiosity is developed through the formulation of practical case-study scenarios and projects, in which students take on the role of a software developer or a penetration tester, or some other related role. A problem is presented to learners and open-ended methods are required to reach a solution in a manner reflecting the realities of work in the digital industry. Independent research, creative logical thinking and experimentation are all necessary to complete these tasks, and are accordingly instilled throughout the unit when working with various software-development approaches and coding languages.
Flexibility is developed through the open and creative nature of the problem-solving work introduced to students. As they apply the knowledge they have gained throughout the unit to solving these problems, errors and obstacles will be encountered, requiring a flexible and adaptive approach in order to overcome them. The ability to take such an approach is facilitated throughout the unit, via an introduction to a wide range of coding languages, techniques and development approaches. 


	Independent-learning skill development: creativity, communication, collaboration, choice, critical thinking and curation
Creativity is developed through a theoretical and practical introduction to the development of algorithms to solve complex problems, and the use of coding to implement algorithms.
Communication is encouraged as part of classroom discussion, and through formative and summative assessment in which students must formulate descriptions, explanations, assessments and arguments on computational concepts in written and spoken format.
Collaboration is encouraged through the use of group activities in class and the implementation of peer review and assessment.
Choice is emphasised throughout the unit via an introduction to a variety of software production methods and paradigms and methods to represent and solve problems. Assessment of these techniques and approaches is encouraged on an individual level, so as to prepare students for making professional choices in future.
Critical thinking is instilled through learning the theory and application of computational thinking, including problem abstraction and pattern recognition. Wider issues of critical reflection on software design methodologies are also discussed.
Curation is taught through the expectation that students should be organised and, as far as is reasonable, should have prepared themselves with any specialist equipment or software recommended to them for study. Regular testing of algorithm and code design is also encouraged, including methods for testing code and for maintaining an organised database and script library.

	




	Lesson 
	Starting-point assessment



	Key learning activities


	Assessment 

 

	1
	Students are asked to create an algorithm for making a cup of tea and to decompose it into its various sub-tasks
	Students download essential extension or support for Python.
Introduction to Python and basic commands
Students write a script producing the phrase “Hello, world”.
Students create a variable for their name.
Students call the variable in a command printing the string “Hello <yourName>”.
Students then work through the Lesson 1 examples of code contained in the lesson-plan slides.

Video resource on strings in Python to be shown to students:
https://www.youtube.com/watch?v=e6ivlABOYRI&ab_channel=PythonEngineer
	Students are able to write functional code, demonstrating the handling of strings and concatenation.

Stretch and challenge:

Students can apply their own variables and create their own customised strings and concatenate them.

	2
	Students list the basic facts about programming that they know, and give examples of some basic commands and operators.

	Students work through the Lesson 2 examples of code contained in the lesson-plan slides.
Students must research functions and how to use them in Python 3.

Video resource on declaring functions in Python to be shown to students:
[bookmark: _GoBack]https://www.youtube.com/watch?v=NSbOtYzIQI0&ab_channel=CSDojo 



	Students are able to write functional code, demonstrating the declaration and alteration of functions.

Stretch and challenge:

Students can apply their own variables and create their own customised functions, and call them to solve problems and simplify code.








	3
	Students attempt to retrieve from memory the information needed to declare a simple function, and then give an example.
	Students work through the Lesson 3 examples of code contained in the lesson-plan slides.
Students must research mathematical and Boolean operators and how to use them in Python 3.
Students take notes and perform independent research on Boolean operators, then list the required operators outlined in the lesson-plan slides, along with a description of each.


Video resource on Boolean operators in Python to be shown to students:
https://www.youtube.com/watch?v=DZwmZ8Usvnk&t=158s&ab_channel=CoreySchafer 


	Students are able to write functional code, demonstrating the use of mathematical and Boolean operators.

Stretch and challenge:

Students can declare their own true or false statements, using Boolean operators.


	4
	Students attempt to retrieve from memory the information needed to set up a logical-truth statement using Boolean operators, and then give an example.
	Students work through the Lesson 4 examples of code contained in the lesson-plan slides.
Students must research conditional statements and how to use them in Python 3.
Students take notes on conditional statements, using those outlined in the lesson-plan slides and their own examples, along with a description of the line-by-line function of each.


Video resource on conditionals in Python to be shown to students:
https://www.youtube.com/watch?v=AWek49wXGzI&ab_channel=CSDojo 

	Students are able to write functional code demonstrating the use of conditional statements.

Stretch and challenge:

Students can declare their own conditional statements and can incorporate the use of Boolean statements from the previous lesson.


	5
	Students attempt to retrieve from memory the information needed to declare a conditional statement with proper outcomes, and then give an example.
	Students work through the Lesson 5 examples of code contained in the lesson-plan slides.
Students must research lists and how to use them in Python 3.
Students take notes on the use of lists in Python, using those outlined in the lesson-plan slides and their own examples, along with a description of the line-by-line function of each.


Video resource on lists in Python to be shown to students:
https://www.youtube.com/watch?v=tw7ror9x32s&ab_channel=CSDojo 
	Students are able to write functional code demonstrating the use of lists, including the editing of lists.

Stretch and challenge:

Students can create lists containing their own custom data (eg, favourite books) and can edit these lists and print slices from them.


	6
	Students attempt to retrieve from memory the information needed to create a list and append to this list, before printing a specific slice and then giving an example.
	Students work through the Lesson 6 examples of code contained in the lesson-plan slides.
Students must research tuples and loops and how to use them in Python 3.
Students take notes on the use of loops and tuples in Python, using those outlined in the lesson-plan slides and their own examples, along with a description of the line-by-line function of each.
Students perform independent research on the differences between FOR and WHILE loops, and take notes.


Video resources on for loops, while loops and tuples in Python to be shown to students:
https://www.youtube.com/watch?v=BPdyZpXW9F8&ab_channel=KylieYing 

https://www.youtube.com/watch?v=DehzAA0ZIhA&ab_channel=MikeDane 

	Students are able to write functional code, demonstrating the use of tuples, for loops and while loops to work through a basic list.

Stretch and challenge:

Students can create loops to print and edit selected entries from a customised list.


	7
	Students attempt to retrieve from memory the information needed to form a while loop and a for loop in Python, and give an example of each.
	Students work through the Lesson 7 examples of code contained in the lesson-plan slides.
Students must research file-handling methods and how to use them in Python 3.
Students must be able to save and print the output of a script to a .txt file and append and edit this list in the same code.


Video resource on file-handling in Python to be shown to students:
https://www.youtube.com/watch?v=aequTxAvQq4&t=28s&ab_channel=Telusko 
	Students are able to save and print the output of a script to a .txt file and append and edit this list in the same code.

Stretch and challenge:

Students can save and print the output of a script to a .txt file and append and edit this list in the same code, using looping to work through a customised list, then edit the entries and save each result to a .txt file.


	8
	Students list the common errors they have encountered so far while compiling a Python dictionary, and discuss how these errors were overcome.
	Students learn about basic testing methods, including types of software testing, interface testing, boundary testing, unit testing, integration testing, system testing, acceptance and usability testing and root-cause analysis (RCA). Students take notes from the slides and also perform independent research to provide a description of each type of testing.

Students take their code from the previous lesson, then deliberately add type errors and boundary errors to it. Students then highlight where the error lies, and the type of testing required to detect it.

Articles and resources to assist teacher andn students on various forms of testing can be found in the lesson-plan slides.
	Students are able to add errors that fall under the categories of type error and boundary error to their code.

Stretch and challenge:

Students can highlight in their code where each of the error types have been placed and explain what type of testing would be used to detect it.


	9
	Students list as many types of testing as they can recall, and discuss what each type of test would uncover.
	Students learn how to write up a test-plan document and fill in the document with details of the testing they performed in the previous lesson, including the scope and assumptions of the testing.

Students also learn about how to write up test results in a formal document, and to fill in the document with the details of the testing they performed in the previous lesson, including the types of testing performed, the error identified and the proposed bug fix.

Templates for the test-plan and test-result documents are included with this submission for teachers or students to use and fill in.

Video links shown to students on how to write up a test-plan document and how to record testing results:
https://www.youtube.com/watch?v=4UldhHFaLek&ab_channel=SoftwareTestingHelp 

https://www.youtube.com/watch?v=edFHgGj1M-c&ab_channel=SoftwareTestingMentor 
	Students are able to complete a test plan and to report the software testing that took place in the previous lesson.

Stretch and challenge:

Students can add an evaluation section to the end of their test report, which highlights the testing measures used and discusses what was ‘in scope’ or ‘out of scope’ for each testing method.


	10
	Students create a mind map on what AI is and how it is used in industry.
	Students receive a session on deep learning, which introduces them to some fundamental concepts surrounding machine learning and the calculation of a cost function.

Students are introduced to video resources describing these functions:
https://www.youtube.com/watch?v=PPLop4L2eGk&list=PLLssT5z_DsK-h9vYZkQkYNWcItqhlRJLN&ab_channel=ArtificialIntelligence-AllinOne 

https://www.youtube.com/watch?v=bQI5uDxrFfA&list=PLLssT5z_DsK-h9vYZkQkYNWcItqhlRJLN&index=2&ab_channel=ArtificialIntelligence-AllinOne 

https://www.youtube.com/watch?v=kHwlB_j7Hkc&list=PLLssT5z_DsK-h9vYZkQkYNWcItqhlRJLN&index=4&ab_channel=ArtificialIntelligence-AllinOne 

https://www.youtube.com/watch?v=yuH4iRcggMw&list=PLLssT5z_DsK-h9vYZkQkYNWcItqhlRJLN&index=5&ab_channel=ArtificialIntelligence-AllinOne 

During each video, students take notes on what they have learnt and work in groups to compile a pamphlet that is designed to be given out to new junior software developers, explaining the methods of supervised learning and regression and the cost function.


	Students are able to compile a pamphlet that is designed to be given out to new junior software developers, explaining the methods of supervised learning and  regression and the cost function.

Stretch and challenge:

Students can add examples of datasets that these methods would apply to (eg, housing prices as outlined in the lesson-plan slides). Students can also break down the cost-function formula and explain its features (following the guidance in the lesson-plan slides).


	11
	Students write a definition of supervised learning from memory and give an example of a dataset that could be suitable.
	Students receive a session on unsupervised machine learning, which introduces them to the nature of categorisation. Students are also introduced to tokenisation and to the way that AI undergoes natural language processing to predict responses.

Students are introduced to video resources describing these functions:
https://www.youtube.com/watch?v=jAA2g9ItoAc&list=PLLssT5z_DsK-h9vYZkQkYNWcItqhlRJLN&index=3&ab_channel=ArtificialIntelligence-AllinOne 

https://www.youtube.com/watch?v=pEwBjcYdcKw&ab_channel=ArtificialIntelligence-AllinOne 

During each video, students take notes on what they have learnt. They also work in groups to compile a pamphlet that is designed to be given out to new junior software developers, explaining the methods of unsupervised learning, and giving a visual example of applied tokenisation.

Finally, students are shown applications of unsupervised learning (see video resource on unsupervised learning above), perform independent research and take notes on potential applications for this approach.

	Students are able to compile a pamphlet, to be given out to new junior software developers, explaining the methods of unsupervised learning and showing examples of how tokenisation is applied in speech processing.

Stretch and challenge:

Students evaluate the usefulness of unsupervised learning for a given task (for example, identifying malignant tumours in the medical industry), and can write a paragraph explaining their evaluation of the approach.

	12
	Students write a definition of supervised learning and a definition of unsupervised learning from memory, and give an example of a dataset that could be suitable for each.
	Students are asked to develop a new chatbot to assist staff and students on their college campus. This bot uses supervised machine-learning methods to tokenise inputs given by users and to compare them against a list of possible responses, in order to answer timetabling-related queries from students in specific years and groups.

Students can follow through the code examples given in the lesson-plan slides (PyCharm recommended but not essential). Each section is saved as a separate .py file to a titled ‘chatbot’ folder and the ‘intents’ file is saved as a .JSON file. Running the chatbot requires students to use CMD to navigate to the chatbot folder and then run the training model, after which they run that ‘chatbot’ application. Guidance and explanation of these processes is given in the lesson-plan slides.
	Students are able to create a functioning chatbot with the following features:

· Working chatbot.py file with deep-learning model encoding three neural layers
· A JSON file containing a list of possible responses
· A model training file which will allow the bot to learn from updates to the JSON file
· Responses to student timetabling questions tailored to specific years and groups
· The ability to respond to common greetings, such as “Hello”, and pleasantries, such as “How are you?”

Stretch and challenge:

Students can add custom responses to their chatbot model to increase its vocabulary, retraining the model to produce a robust AI bot that can be continually configured, customised and updated to meet different customer needs.

	13
	Students create a mind map about what hacking is and discuss how it can be used ethically in industry.
	Students are given a scenario project brief, where they are asked by a line manager to test a newly designed and potentially vulnerable webserver. In order to do this safely and without exposing the company network to threat, they have been asked to create a local network and DHCP server as a test lab for this task.
Students can work through the lesson-plan slides to install Kali Linux OS and their mr.robot webserver, and to create their DHCP server.

Video guides to help students with this process can also be found below:
https://www.youtube.com/watch?v=irGTD6jmYhc&t=302s&ab_channel=GEEKrar 

https://www.youtube.com/watch?v=vY2_OPacz20&ab_channel=GsecTeam 

https://www.youtube.com/watch?v=-tfVIVcoNEg&ab_channel=Tricknology 




	Students are able to create a functioning internal network with the following features:

· Working DHCP server, providing a range of IP addresses on an internal network
· An offensive machine or laboratory running Kali Linux OS
· A victim machine running mr.robot-vulnerable webserver
· Evidence of the use of network or hacking tools to retrieve three flags.

Stretch and challenge:

Students can add custom IP ranges to their network so that new machines can be added. Students can also optimise their machine settings on VirtualBox to give increased performance.

	14
	Students give a definition of offensive security and an example, and a definition of defensive security and an example.
	After establishing the network and assigning IP addresses accordingly, students test for vulnerabilities using a professional suite of tools to access the webserver, obtain admin privileges and identify and obtain three crucial pieces of information consisting of passwords given as flag files.

Students can work through the lesson-plan slides to scan their network using professional tools such as nmap. Students then perform additional research or independent learning to decide which of the suggested network tools from the lesson-plan slides could be considered next. They take notes where they evaluate the efficacy of these tools for vulnerability scanning.

Video tutorials on the mentioned tools can be found below:
https://www.youtube.com/watch?v=h8P0OKyZoSs&ab_channel=RuleBreaker 

https://www.youtube.com/watch?v=GH9qn_DBzCk&ab_channel=HackerSploit 

https://www.youtube.com/watch?v=rwUyIXGC3fU&ab_channel=TechChip 

	Students are able to create a functioning internal network with the following features:

· Working DHCP server providing a range of IP addresses on an internal network
· An offensive machine or laboratory running Kali Linux OS
· A victim machine running mr.robot-vulnerable webserver
· Evidence of the use of network or hacking tools to retrieve three flags.

Stretch and challenge:

Students can use the additional tools discussed in order to successfully retrieve all three flags.

	15
	Students recall from memory information about ports and their functions, using the examples given from the use of offensive security tools in the previous lesson.
	After creating their network scanner, students are introduced to other possible code solutions to the problem.
Students can work through the lesson-plan slides to build an alternative solution for the port scanner in a manner meeting the specifications outlined in the brief. A step-by-step guide to the alternative code solutions is given in the lesson-plan slides. Students then evaluate the two solutions to determine which one is superior in its ability to meet client requirements in the brief. They should also use the knowledge of coding they have acquired in previous lessons to justify their choices and to decide which code they believe to be better and why.

	Students are able to create a functioning port scanner with the following features:

· A working port-scanner application with a scan range of at least 50-499
· Output showing total scan time
· Ability to input a target hostname.

Stretch and challenge:

Students can add custom features to their port scanner to improve or add to the UI. Students can also save the results of their scan to a .txt file.






	16
	Students have five minutes to research two common network vulnerabilities that might be identified through a vulnerability scan, and to name a tool that can exploit them.
	Students are given a scenario project brief, where they work in network security for a company processing confidential details across a number of departments. For security reasons, the company has asked that the tools used should be in-house.
Students have been asked to develop a Python-based port scanner to assess the network and provide a basic layout of open and potentially vulnerable ports.
Students can work through the lesson-plan slides to build their port scanner so that it meets the specifications outlined in the brief. In order to assist teacher and students with delivery, a step-by-step guide to the code is given in the lesson-plan slides, along with storyboards, diagrams, etc.

	Students are able to create a functioning port scanner with the following features:

· Two working port-scanner applications with a scan range of at least 50-499
· Output showing total scan time
· Ability to input a target hostname.

Stretch and challenge:

Students can change the range of ports being scanned and compare their solutions with one another, and then nmap in order to see (based on scan time) which is most effective. Students can also effectively evaluate their choice of superior program and use logical and sensible justifications for their choice.
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